DRAFT  <“READ ME” 1>FILE:  v. March 5, 2012.
ORI’s Upgraded Forensic Image Tools:

Actions and Droplets for Adobe Photoshop® CS2-CS3
An "Actions set" in Photoshop can be used to automate image analysis routines from images loaded into Photoshop or to create new Droplets for batch processing of unopened images.  An Action set can be easily customized, where as a Droplet is a fixed routine.  The Action is a considerable smaller file (2-30 kB) than its Droplet counterpart, and unlike the Droplet it is a nonexecutable file that can be easily sent as an email attachment. (Many mail systems that detect content showing executable files will attempt to block receipt.)
Web pages again appear to support the old “drag and drop” function.  That capability, utilizing one virtue of Droplets, enables images to be examined directly from the online <html> form or the <pdf> of the publication.  (Make sure to display the figure at highest resolution.)   The process involves dragging the image from the online publication onto the desktop (where it will then be automatically saved in the same step); next, drag the desk top icon of the image over the icon for the Droplet.  Photoshop will open and the image processing sequence should begin. If Photoshop is already running the process is very quick.  Any interesting result in dragging and dropping the image should be rechecked by more systematic extraction of the best source image.
A very useful function of a Droplet is to automate the examination of multiple images by batch processing of images that have been placed together in a folder.  
Droplets are version specific, but Actions are not.  For this reason, Actions tend to be upwardly compatible since they can be imported into subsequent versions of Photoshop.  Thus a Droplet can be created in the latest version of Photoshop simply by using the Automate menu to run the imported Forensic Action.  Obviously, Actions that use features introduced in a later version of Photoshop are not downward compatible.
FORENSIC ACTIONS
The separate Action files must be imported into the Photoshop application by using the 
“load actions” command used within the application.  Once “loaded,” they can be easily tailored with toggled settings for their individual steps. For example, image processing can be stopped at any point in the sequence in one Action set, and then restarted at another point in a separate action set. 

USE: Download and (when queried) Save (copy) the Action Set to any location in the Photoshop Folder. Then, from within in Photoshop, load the Actions through the Actions Palette for use.  (In CS3, the load Actions command is located in a drop down menu that is accessed via the small downward arrow to the right of the Action Palette.)

At that point the Action can be modified as wished. For any image you can select the steps of the Action set you want to use, stopping/starting at any stage in the sequence, even moving between actions.  You can also activate the dialogue stops to add flexibility or, conversely, deactivate the stops to speed the throughput.  For example, one can run an Action and then manually use the slider in the History Palette to return a processed image to an intermediate step in the sequence, and then activate a sequence from the middle of a different Action set in the Action Palette.  Actions can also be used to batch process images in prepublication screening, as described previously.
For more specific explanation and advice about the use of the Forensic Actions refer to comments in the accompanying CS3 section in this READ ME file.
ORI’s  CS3 FORENSIC ACTIONS (March 15, 2010 and before)

The attached set of Forensic Actions works in Photoshop CS3, and it should also work in CS2 and earlier versions.   (I think the set is also upwardly compatible to CS 5, but I have not confirmed this expectation.)
CONTENTS:

 SEQ CHAPTER \h \r 1Name





Size
  
Type

Last Modified

FEATURES IN DARK or LIGHT AREAS.atn 

1,234

ATN File
7/1/2009 

FORENSIC- Gr MAP.atn 



3,664

ATN File
7/1/2009 

LEVEL & OVERLAY BLOTS- White Bkgrnd.atn 
5,424

ATN File
7/1/2009 

LEVEL & OVERLAY DARK BLOTS.atn 

5,430
      ATN File
7/1/2009 

OVERLAY BLOTS - Light Bkgrd.atn 

5,420
      ATN File
7/1/2009 

OVERLAY FIGURES - White Bkgrnd.atn 

4,312
      ATN File
7/1/2009 

Useful LUT GradientsA.grd 

64KB
      GRD File
9/15/2011

GradMap slide.ppt 

2,507KB 
Microsoft Office PowerPoint 97-




2003 Presentation   
2/6/2012 
READ ME File

The above set for the CS2-CS3 Actions includes:

1. Two versions for overlaying figures, i.e., scatter plots, graphs, high contrast images.   The version with the + white bkgd saves ink in printout.

2. Three versions for overlaying gray scale blots.  One is the original version, which works fine for properly exposed blots. 

The other two differ only by involving a new step of first "leveling" the image to adjust for darker background in "over-exposed" blots.  Otherwise the resultant colors may appear to be very unsaturated.  As in the Actions for overlaying figures (above), there is also a version in which the resultant background is white.  (The white background means you loose the boarder of the second image you are overlaying, but you save ink in printout.)  These two versions can be converted to the prior version by toggling off the “leveling” step.   
Finally, all of the new overlay routines above use a conceptually "cleaner" method for colorizing each document, replacing a more cumbersome method that was used in the original version.  

Also included are:

3. A Gradient Map routine, and

4. Histogram Equalization routine, to visualize features in very light or very dark areas.

The Actions are loaded from the Actions Palette.

5. Finally, there is a set of Look up Tables (LUTs) that may be useful for the gradient map in blots.  The set can be loaded by using the "replace gradients" option in the gradient map palette. (The latter is in another drop-down menu, activated via a small wedge hidden at the right in the Gradient Map’s LUT options palette.)  Don't worry about loosing the pre-existing gradients, as you can always "reset" to recover the original set.  

Detailed Explanation for Individual Actions:

 SEQ CHAPTER \h \r 1Features in Dark or Light Areas: This Action simply applies Histogram Equalization, which may reveal areas of erasure in dark areas, or areas of whitening in bright areas.  The process is most effective if the contrasting borders can be first cropped from the image, and restricting the “set-up” area to an area where the range of intensities is reduced. Then selecting “equalize entire image based on selected area” option will force an overexpansion of the new histogram to create a too highly contrasted image, but one that may reveal small boundaries where splicing occurs.    Inconsistencies revealed by this process should be explored in more detail with the “Forensic Gradient Map.” 

 SEQ CHAPTER \h \r 1
    Forensic Gradient Map: This Action combines several features of the two early droplets (“Colorise Shapes & Details” and “Solarize Margins & Edges”).  Forensic details in the background or in fine structure surrounding the features in question may be used to visualize evidence to assess whether two features are the same. This routine uses a non-linear contrast adjust and amplify differences  False coloring facilitates detection of small differences in gray shades that would be otherwise imperceptible.  The principles are demonstrated in an attached PowerPoint slide.

   Useful Gradients A: These are a series of LookUp Tables (LUT) that were created for the Forensic Gradient Map: A LUT that may have one or multiple cycles for contrast and/or even color changes that will be better suited for exposing different kinds of features.  In use, it is best to try several to see what can be revealed. See the “Comments” below for further advice about their use for different kinds of images.
ACTIONS FOR COMPARING TWO IMAGES:

Actions for Specific Types of Image Overlay are as follows:

  Overlay Blots - Light Background: This Action overlay blots of normal contrast and provides an overlay with a white background (the main reason was to save “ink” on printout!).  Intermediate decision step includes the nonlinear adjustments in contrast for each image.
 

  Level & Overlay Blots: White Background: This Action is designed to overlays blots that are dark or overexposed, by first making adjustments through first level in contrast in each image.  Like before, the resultant overlay results in a white background as above. 

  Level & Overlay Dark Blots: This Action levels dark blots, but reverts to creates the original black background used in original forensic droplets 

  Overlay Figures - White Background: This Action is set up to compare black and white artwork such as graphs, FACS plots and scattergrams, or physiological traces.  The result overlay retains a white background similar to the original plot.
COMMENTS:  
The most useful Forensic Action for looking at background and band detail simultaneously involves the Gradient Map with the new Look Up Tables (LUTs); The LUTs need to be imported into the Gradient Map routine; a working-draft of an online tutorial illustrates their use, their importation, and their modification at:   http://www.cmc2.tv/forensic/, and the downloadable Powerpoint slide also illustrates their use.

USE:  A LUT that has multiple cycles for contrast or color is best suited for exposing details an area of an image that has shallow contrast and/or low detail.  Details in images that have high contrast or steep spatial gradients (small features) will be better revealed using LUTs with fewer cycles in contrast or color.  

Some of the LUTs  <useful gradient maps> were designed to enhance the dynamic range (i.e., to visualize fine details across a wide range of image intensities). A LUT that permits visualization at an extended dynamic range is particularly useful to examine details in background and in the inner features of dark objects such as bands.  Preprocessing the image with the Shadows/Highlights routine (Image>Adjustments> Shadows/Highlights) in Photoshop can further extend the dynamic range of an image, and thus the features that the Gradient Map routine will reveal.  Characteristic identifying features can be revealed within the dark content of the objects (bands) and the light areas of background at the same time.

How/why does it “work”? The Gradient Map works by two ways.  Foremost, it works by assisting visualization, by amplifying features to which human vision is relatively insensitive.  The repeated cycling of the Look Up Table (LUT) (i.e., the “solarization” effect from darkroom days) accentuates small differences in gray scale contrast.  (The “accentuation” occurs twice for each cycle, each doubling the range for application of high contrast.)  Additionally, the false-coloring overcomes any remaining small differences in contrast that are otherwise not visible.  Second, the Gradient Map works through a psychological effect; perhaps by making the common features of image look "strange" it enhances the perception of the other features, by giving them equal weight, so-to-speak.
  
Importantly, the transformation by the Gradient Map does not add any content that is not already present in the image, it simply presents the same information in new format.    The attached a PPt slide <JK(GrMap)> that illustrates the above concepts. 
INTERPRETATION:

The visualizations will reveal more about the normal image than one is usually aware.  Image detail will be visualized that may look strange -such as signs of image compression introduced in some JPEG images- but which is a normal component of authentic images.  Practically speaking, lossy compression is not usually a significant problem, except when an image has been derived from some online publications when the image has been severely compressed.
  A simple key for distinguishing between such compression artifact and a feature in question is to ask whether the pattern of what is revealed indicates intent, purpose, or motive.  JPEG artifacts are not selective to the experimental feature/result of interest.
Remember that whatever inconsistency is revealed by the application of these tools is only an indication of manipulation or tampering with the image.  It is simply an allegation, not a finding of falsification and certainly not a finding of research misconduct.  (The latter determination requires additional fact-finding through an investigation by an institution.)  However, a unaddressed allegation will only fester as unanswered questions about images don’t go away.  

By itself an allegation should not be conflated with a finding of falsification of data.  Only inspection of the original data can resolve whether proven manipulations rise to a falsification of the results.  And what is “false” is not always the same as “falsified.” An important question in distinguishing “beautification” from “falsification” is “what did the original results show, as confirmed by the data?”  If data is missing to support an altered image, lack of data can be construed of evidence that an investigation is warranted.  Finally, be aware of the possibility of false negatives.   Failure to identify a manipulation does not indicate an image is authenticity; it just indicates that evidence for manipulation is lacking using a specific tool.  

Uniformly, most all of the image-allegations that ORI refers to an institution for resolution are based on the examination on-line journal images (or information in grant applications).  Far more forensic detail is revealed in the better images are made available in an institutional inquiry or investigation.  When asking whether two images may represent the same data, the question is not whether they are identical pixel-for-pixel, since two image files derived from the same source may “travel different routes” to get to your attention.  Rather, based on one’s knowledge and experience, the question is whether there are characteristic features unexpectedly in common to both images that indicate that they are just “too similar to be different” . . .  namely to have been derived from a different observation as claimed.  
The above constitutes the simple basis for an allegation, which, hopefully, can be easily and innocuously addressed by inspection of the original data.  However, the inability to provide contemporaneous data to account for the results in the question image only strengthens the possibility that a manipulated image may also be a falsification of data. 
   The latter circumstance readily justifies an investigation.
The accompanying Read-Me file “Evolving Means to Inspect Questioned images” provides some practical advice for extracting and inspecting images.

DISCLAIMER:  These draft comments and Forensic Tools are offered as exemplars only, and users can build upon the prototypes here.  Obviously, users of these Actions assume responsibility for their proper use and interpretation.
Contact for questions/suggestions:

John Krueger, Ph.D.
DIO/ORI/DHHS

240-453-8432
John.krueger@hhs.gov
�  After all, psychological distraction seems to be the only explanation for why so many visible signs of image tampering get published and/or are missed by coworkers  . . . . but not by the skeptic.  For the same reason, a good practice for reviewers is to look at the figures before reading the paper and before criticality is distracted by its claims.





� A good rule in image forensics is to avoid working with lossy compressed <jpeg> images by first saving them as <tiff> files.  Even though jpeg compression artifacts can be generally distinguished from the forensically useful feature, saving the results as the jpeg file does subject the examiner to the question “how can you prove that important information wasn’t lost?”  





�  Under the ‘new’ PHS regulations, the absence of contemporaneous data (that accounts for the image) may, under some circumstances, be construed as evidence of falsification (42 CFR 93.106b).   Explanations for questioned results that allude to replication of questioned results may mean only that a falsification was a lucky guess.  Explanation that account for the questioned results by appealing to support by independent methods may only indicate motive.








ORI’s Image-Forensics Tools
Page 1

